

Section 22 - Information Systems

(a)
Physical Security
(1)
The main computers (i.e., hardware, software and data files) for each gaming application including the slot accounting system must be located in a secured area with access restricted to authorized persons, including vendors.  
(i)
The computer area security must include a locked door with a security system that precludes access to authorized individuals and a system of logging other individuals requiring access.
(ii)
Computer areas must be under surveillance coverage at all times.
(iii)
Gaming and food/beverage personnel are precluded from having unrestricted access to the secured computer areas.
(b)
Electronic Security
(1)
The computer systems, including application software, are secured through the use of passwords or other approved means.  Management personnel or persons independent of the department being controlled will assign and control access to system functions.  Adequate procedures must be in place to ensure that individuals no longer employed by the Tribe are prohibited access to the systems.
(c)
Passwords
(1)
Passwords must be controlled as follows unless otherwise addressed in these standards:
(i)
Each user must have their own individual password.
(ii)
Passwords are changed at least quarterly with changes documented.
(d)
Backup and Recovery
(1)
Adequate backup and recovery procedures are in place and include:
(i)
Daily backup of data files.
(ii)
Backup of all programs.
(iii)
Secured off-site storage of all backup data files and programs, or other adequate protection.
(iv)
Recovery procedures are tested at least annually.
(e)
Documentation
(1)
Adequate system documentation must be maintained, including documentation for all hardware, software and operator manuals.
(f)
Department Independence
(1)
The MIS Department is independent of all other gaming departments.
(g)
Internal Departmental Restrictions
(1)
MIS Department personnel are precluded from unauthorized access to:
(i)
Computers and terminals located in gaming areas.
(ii)
Source documents.
(iii)
Live data files (not test data).
(h)
Security Log Reviews
(1)
At least monthly, computer security logs must be reviewed by MIS supervisory personnel for evidence of:
(i)
Multiple attempts to log-on.  Alternatively, the system will deny user access after three attempts to log-on.
(ii)
Changes to live data files.
(iii)
Any other unusual transactions.
(i)
Remote Maintenance
(1)
If remote dial-up to any associated equipment is allowed for software support, an access log must be maintained which includes, at a minimum, the following information:  
(i)
Name of employee authorizing modem access;
(ii)
Name of authorized vendor or manufacturer representative;
(iii)
Reason for modem access;
(iv)
Description of work performed; and
(v)
Date, time, and duration of access.
(j)
Electronic Document Storage
(1)
Gaming related documents may be scanned or directly stored to WORM ("Write Once Read Many") optical disk with the following conditions:
(i)
The optical disk must contain the exact duplicate of the original document.
(ii)
The optical disk is not re-writable.
(iii)
All documents stored on optical disk must be maintained with a detailed index which must be available along with any documents provided to the Division.
(iv)
Controls must exist to ensure the accurate reproduction of records, up to and including the printing of stored documents used for auditing purposes.
(v)
Documents maintained electronically are subject to the retention and state access requirements of Section X. of the Compact. 
(vi)
Gaming related documents maintained under this section or required by Section X. of the Compact must not be maintained on re-writeable optical disks
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