STARS Enterprise 15 7

New Release

Workstation Configuration

Prior to accessing STARS Enterprise, workstation settings must be verified/configured. This document includes the
following topics:

Workstation Configuration Software Requirements

Internet Explorer Settings
Internet Options

General Tab Settings
Security Tab Settings
Security Tab - Trusted Sites
Security Tab - Custom Level Setting for Internet and Trusted Sites
Internet Explorer Settings for Versions 8,9, 10, and 11

General Tab Settings

Security Tab Settings

Advanced Tab Settings

Browser Requirement to Display System Configuration Page

Workstation Configuration Software Requirements

Software Version

Operating System Windows® 7 (64-bit), XP®

Software Internet Explorer® 8.0 32-bit, 9.0 64-bit, 10.0 64-bit, 11.0 64-bit*
Adobe Reader® 9.5,10

Silverlight 5 plug in for Internet 5.1.20125 (minimum)

Explorer
Microsoft® Office (Word® /Excel®) 2007, 2010 (tested on Windows 7 only), 2013
Other Components Microsoft .Net Framework** 3.5SP1, 4.0
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nternet Explorer® Settings

Internet Options

General Tab Settings

Ensure Internet Explorer opens pop-ups in a new window.

ey

1. InInternet Explorer, from the Tools “* menu, select Internet Options.
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2. Select the General tab.
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Internet Options

| 9| =

General |Security I Content I Connections I Programs | ndvanced|

Home page
l/? To create home page tabs, type each address on its own line,
£
. https://mycsstarsportal.com/ -

[ Use current ][ Use default H Use blank

Browsing history

,.-’/'I_-- Delete temporary files, history, cookies, saved passwords,
) and web form information.

Delete browsing history on exit

Delete... ” Settings l
Search
p Change search defaults.
Tabs
B | Change how webpages are displayed in
| tabs.
AOpEaTaTe
’ Colors ][ Languages ” Fonts ” Accessibility ]

[ oK l [ Cancel ] [ Apply

)

3. Inthe Tabs section, click Settings.

bbed Browsin N

[V]Enable Tabbed Browsing (requires restarting Internet Explorer)
[C)warn me when closing multiple tabs
[] Always switch to new tabs when they are created
[¥] Enable Quick Tabs (requires restarting Internet Explorer)
[ 1 open only the first home page when Internet Explorer starts
[¥] Open new tabs next to the current tab
["]Open home page for new tabs instead of a blank page

When a pop-up Is encountered:

() Always open pop-ups In a new window
O Always open pop-ups In a new tab

Open links from other programs in:
O A new window
() A new tab in the current window
) The current tab or window

o) Coan

4. Ensure that Always open pop-ups in a new window is selected.
5. Click OK to return to Internet Options.
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ecurity Tab Settings

Security - Trusted Sites

Add URLs as trusted sites.

1. Choose Internet Options from the Tools menu in Internet Explorer.
2. From the Security tab, select Trusted Sites and click on Sites.

General | Security | Content | Connections | Proarams | Advanced |

Select a zone to view or change securitv settings.

@ & v 10

Internet  Localintranet| Trusted sites | Restricted
sites

' b
I o d This zone contains websites that you
A trust not to damage your computer or

your files.,
You have websites in this zone.

3. Add the name of the STARS Enterprise Server as a Trusted Site (see examples that follow) ensuring that the
Require Server Verification (https) for all sites in this zone option is not selected.
4. When complete, click Close.

IP address format: http://99.99.0.999 (example: 10.15.2.47)

US ASP hosted clients: UK ASP hosted clients: Locally-hosted clients:

https://www.csstars.com/Enterprise/ = https://www.csstars.eu/Enterprise/ http://yourinternalsitename/stars

https://reporting.csstars.com https://reporting.csstars.eu

https://uat.csstars.com/Enterprise/ https://uat.csstars.eu/

https://test-reporting.csstars.com https://uatreporting.csstars.eu
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Trusted sites

Wou can add and remove websites from this zone, &l websites in
this zone will use the zone's security setkings,

Add this website to the zone:
| http:f10.16.8.27 | [ add

Websites!

http:if10.39.130.175
https:f femy, skarsenterprise. cam

[ Jrequire server verification {https:) For all sites in this zone

Close

Note: If the address is http, uncheck the checkbox marked Require server verification (https:) for all sites in this zone;
otherwise, leave it checked.

Security - Custom Level Setting for Internet and Trusted Sites

Note: You must apply the Custom Level setting changes to BOTH the Internet zone and Trusted Sites zone, regardless of
Internet Explorer version. Settings are required for both zones across all Internet Explorer versions.

1. InInternet Explorer, choose Internet Options from the Tools menu.
On the Security tab, click the Trusted sites icon.
3. On the Security tab, select Custom Level...

N

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ € vV O
Internet  Localintranet Trusted sites  Restricted
sites

g
. r 4 This zone contains websites that you
v/ trust not to damage your computer or

your files,
You have webses in this zone.

Security level for this zone
Allowed levels for this zone: All

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run
- Appropriate for sikes that you absolutely trust

[ custom level... ]|[ Defaul level |

4. Ensure that the custom setting is set to Medium (default), as shown below. If not, then select Medium (default).
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Becurity Settings - Trusted Sites Zone

Settings

|&® MET Framewark
| Loose =amL
) Disable
(%) Enable
O Prompk
,_ui& *AML browser applications
) Disable
(%) Enable
O Prompk
|&® %P documents
) Disable
(%) Enable
O Prompk
e .NET Framewark-reliant components

% Fun components not signed with Authenticode
™ Niezkla
£ |

*Takes effect after you restart Internet Explorer

>

|€

|

Resek custom setkings

Resettol | Medium {default) v | [ Reset. . ]

[ oK ] [ Cancel l

5. Click Reset...
6. Scroll to the ActiveX controls and plug-ins section.
7. Select Enable for the following settings:

e Allow previously unused ActiveX controls to run without prompt
e Automatic prompting for ActiveX controls

(Secury Settings - Internet Zone t

Settings

¥ Activex controls and plug-ins A
¥ Allow previously unused ActiveX controls to run without prom
© Disable
© Enabls|

¢ Automatic prompting for ActiveX controls
O Disable
@ Enable
¥ Bnary and sciipt behaviors
O Administrator approved
© Disable
® Enable
4 Pienlau vidan and srimatinn an 3 wishnana thar daae nab jua T

< |
*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | meckam-hioh (defadk) ]
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8. Scroll to the Downloads section.
9. Select Enable for the Automatic prompting for file downloads setting.

Security Settings - Trusted Sites Zone

Settings
O Disable ~
® Enable
L exoenpt
«* Downloads
«% Auomatic prompting for file downloads
(O Disable
(® Enable
S & Y ST
O Disable
® Enable
% Font download
O Disable
© Prompt
«% Enable NET Framework setup
) Meeshla bud

< |
*Takes effect after you restart Internet Explorer

Reset custom settings
¥l

Resat to: Medium (def auk)

10. Scroll to the Miscellaneous section.
11. Select Enable to Allow websites to open windows without address or status bars

‘Security Settings - Internet Zone

Settings
-1 Aliow webskes to open windows without address or status bl

O Disable
© Enable

<
*Takes effect after you restart Inbernst Explorer

Piasat custom settings
-

Reset to; Medium-high (def ault) Rl

12. Click OK.
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3. Click Yes when prompted with the following alert: "Warning! Are you sure you want to change the settings for

this zone?"
14. Click Internet (zone) icon.

| General | Sech;*YPrwocy | Content | Connections = Programs | Advanced |

|

Select a zone to view or change security settings.

@ € v O

Internet | Localintranet Trusted sites  Restricted
sites

Trusted sites -
/

F This zone contains websites that you
'/ trust not to damage your computer or

your files,
You have websies in this zone,

Security level for this zone
Allowed levels for this zone: Al
Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run
- Appropriate for sites that you absolutely trust

[ customievel... ||[ pefautlevel |

15. Repeat steps 3-13 of this section to change settings for the Internet zone.
16. Click OK to close the Security Settings - Internet Zone dialog.
17. Click OK to close the Internet Options window.

Note: Security level for this zone for Trusted sites and Internet is now set to Custom.

18. Close the browser and restart Internet Explorer.
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nternet Explorer Versions 8, 9, 10, and 11 Settings

In addition to the Internet Explorer Settings (outlined above), the following settings should be configured for
workstations with Internet Explorer versions 8, 9, 10, and 11.

General Tab Settings

1. InInternet Explorer, choose Internet Options from the Tools menu.
2. From the General tab, remove check from Delete browsing history on exit box under the Browsing History
section.

Internet Options @

General lSecurity | Privacy | Content | Connections | Programs | Advanced |

Home page -
]/? To create home page tabs, type each address on its own line.
-
i

http:fjepm.csstarsit.comjdefault, aspx

[ Use current ][ Use default ][ Use blank ]

Browsing history

| Delete temporary files, history, cookies, saved passwords,
/ and web form information.

[C]Delete browsing history on exit

Delete... ][ Settings ]

Search -
Change search defaults. Settings
g
Tabs

—F Change how webpages are displayed in

——1 tabs.
—

Appearance

[ Colors ][ Languages ][ Fonts l[ Accessibility ]

[ OK ][ Cancel ][ Apply ]
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ecurity Tab Settings

1. Choose Internet Options from the Tools menu in Internet Explorer.
2. Click the Security tab (Trusted sites) and then click the Custom Level button.

| General | Security | Privacy | Content = Connections = Programs | Advanced

Select a zone to view or change securkty settings.

@ €@ v O

Internet Localintranet  Trusted sites  Restricted
sites

et
< / This zone contains websites that you
W trust not to damage your compuster or

your files,
You have webses in this zone. ‘

Security level For this zone

Allowed levels for this zone: Al

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run
- Appropriate for skes that you absolutely trust

=
[ customevel... ||[ pefautlevel |
3. Scroll to the Miscellaneous section.
mt el Hor (X
Security Settings - Internet Zone ®
Settings

£ Inchude local directory path when uploading files to a server
O Disable
® Enable
& Instaliation of desktop items
™) Nicahla
</ >

*Takes effect after you restart Internet Explorer

Resst custom settings

RESEt o | padun-high (defauk) v

4. Select Enable in the Display mixed content setting.
5. Click OK.
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Click Yes when prompted with the following alert: "Warning! Are you sure you want to change the settings for
this zone?"

7. Click OK to close the Internet Options dialog.
Note: The new level setting for the Trusted sites is now set to Custom.

8. Close the window and restart Internet Explorer.

Advanced Tab Settings

Choose Internet Options from the Tools menu in Internet Explorer.
Click on the Advanced tab.

Scroll to the HTTP 1.1 settings section.

Ensure that Use HTTP 1.1 box is checked.

(Check the box if it is not already checked).

PWNRE

|
Internet Options L ? 2|

| General I Security | Content I Connections | Programs | Advanced

Settings

) Mever [«
[7] use inline AutoComplete in the Internet Explorer Address ]
[ use inline AutoComplete in Windaws Explorer and Run Dia
[7] Use most recent order when switching tabs with Ctrl4Tab
Use Passive FTP (for firewall and DSL modem compatibility
Use smooth scrolling
|| HTTP 1.1 settings
[¥] Use HTTP 1.1
Use HTTP 1.1 through proxy connections
=] International®
[T Always show encoded addresses
Send IDM server names
[T send IDM server names for Intranet addresses |
[V] Send UTF-8 URLs B
4 I | 3

*Takes effect after you restart Internet Explorer

)

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. —

‘fou should anly use this if your browser is in an unusable state.

ﬁn Some settings are managed by your system administrator.,

(0]4 l[ Cancel l[ Apply ]

Click Apply.

Click OK.

Click the Advanced tab.

Scroll to the Security section.

Ensure that Empty Temporary Internet Files folder when browser is closed box is not checked.
(Remove the check mark from the box if it is already checked).

© o Nw

&% MARSH




STARS Enterprise 15 7

New Release

| i T i
Internet Options i
| General | Security I Privacy I Content I Connections I Programs | Advanced |_
Settings
[ Allow active content to run in fles on My Computer® -
I [ Allow software to run or install even if the signature is invalid I

[ Black unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation™

Check for signatures on downloaded programs

| Dopatesus snoryntad nagec o dick

[] Empty Temporary Internet Files folder when browser is dosed

P =ErmiR e e

Enable Integrated Windows Authentication™ —

Enable memory protection to help mitigate online attacks™® ﬂ

Enable native XMLHTTF support

Enable SmartScreen Filter

[7] use ssL 2.0 2
] [ T | }

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. —

You should only use this if your browser is in an unusable state.

[ OK ] [ Cancel Apply

10. Click Apply.
11. Click OK.

Browser Requirement to Display System Configuration Page

Browser shows a popup message for the first time that it requires "Microsoft Script Runtime" to display system
configuration page. Click the Allow button to enable Microsoft Script Runtime plugin.
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Required Settings

Setting Current Value Required Value
Silverlight Version 5.1.30514.0. 51201250
Internet Explorer Version 10.09200.17183 891011
Java Enabled true true
Java Runtime Engine Version unable to determine 1617
Cookies Enabled true true
Popup Blocked rue false
Operafing System Version Windows 7 Windows 7 Windows XP
Net Framework Version(s) 2.0.50727,3.5.30729, 3.0.30729,4.0C 4.0E, 3540
Adobe Acrobat Reader Version 10.1 9,10
Other Settings
Screen Size 1252 x 864
Flash Player Version 16.0.0.257
IE Document Mode |E 7 Standards Mode
Language en-US
Operating System Type 64 Bit
Connection Protocol Type hitps:
Mobile false
Local Time Zone Offset 1"
Local Time Zone Name Australia/Sydney
il This webpage wants to run the following add-on: Microsoft ® Script Runtime' from 'Microsoft Corporation (unverified publisher)',
Trusted Site What's the risk? M
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Marsh ClearSight is one of the Marsh & McLennan Companies, together with Marsh, Guy Carpenter, Mercer, and Oliver Wyman.

This document and any recommendations, analysis, or advice provided by Marsh ClearSight {collectively, the “Marsh ClearSight Analysis”) are
intended solely for the entity identified as the recipient herein {"you®). This document contains proprietary, confidential information of Marsh
ClearSight and may not be shared with any third party, including other insurance producers, without Marsh ClearSight’s prior written consent. Any
statements concerning actuarial, tax, accounting, or legal matters are based solely on our experience as insurance brokers and risk consultants and
are not to be relied upon as actuarial, accounting, tax, or legal advice, for which you should consult your own professional advisors. Any modeling,
analytics, or projections are subject to inherent uncertainty, and the Marsh ClearSight Analysis could be materially affected if any underlying
assumptions, conditions, information, or factors are inaccurate or incomplete or should change. The information contained herein is based on
sources we believe reliable, but we make no representation or warranty as to its accuracy. Except as may be set forth in an agreement between
you and Marsh ClearSight, Marsh ClearSight shall have no obligation to update the Marsh ClearSight Analysis and shall have no liability to you or
any other party with regard to the Marsh ClearSight Analysis or to any services provided by a third party to you or Marsh ClearSight. Marsh
ClearSight makes no representation or warranty concerning the application of policy wordings or the financial condition or solvency of insurers or
reinsurers. Marsh ClearSight makes no assurances regarding the availability, cost, or terms of insurance coverage.

© 2015 Marsh ClearSight LLC. All rights reserved. Visit us at www.marshclearsight.com.

Excel®, Microsoft .NET Framewaork, Internet Explorer®, Microsoft® Office, Silverlight®, Windows 7®, Windows Vista®, Windows XP®, and Word® are
either a registered trademark or trademark of Microsoft Corporation in the United States and/or other countries. Java® is a trademark or registered
trademark of Oracle Corporation and/or its affiliates. Adobe Reader? is a registered trademark of Adobe Systems Incorporated in the United States
and/or other countries. SAP® BusinessObjects™ Web Intelligence® are either trademarks or registered trademarks of SAP AG in Germany and in
several other countries. Other names may be trademarks of their respective owners. Rather than list the names and entities that own the
trademarks at every instance, the publisher states that it is using the names only for editorial purposes, and to the benefit of the trademark owner,
with no intention of infringing upon that trademark.
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